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Cyber Security is not a concern that should be left to the IT Department

Crime doesn’t pay but when it comes to cybercrime it certainly pays the hackers. An average business hit by cyber-attack losses €120m.This means hacking has a great impact on the growth and development of an organization. Today most organizations are at risk of cybercrime including some that may have never considered themselves as targets in the past. Lack of focus on cybersecurity can be damaging to any organization hence the need to address the issue of cybersecurity. Most companies are digitized to reach a wider customer base. The adoption of technologies exposes the business to an increased number of cyber-attacks. Additionally, new technologies such as machine learning, artificial intelligence are providing hackers with enhanced tools for performing more complex attacks.
The type of cyber-attack facing business is also changing. Hacking software is abundant thus increasing the impacts hackers can have on a business. The hackers are moving to more civilized agendas such as market manipulation, disinformation, espionage and disruption of infrastructure on top of common threats such as data theft, vandalism, and extortion. Mitigating these threats requires acknowledging cybersecurity as an executive-level concern. All stakeholders must think about what these cyber risks mean for business as a whole and its customers. 
Assuming cybersecurity can be solved through an empowered information technology department and the use of better software is failing to acknowledge that cybersecurity is a business risk that requires the effort of different stakeholders within an organization. Successful protection of a business against cyber-attacks requires adopting an approach that integrates cyber protection into all aspects of the organization, from the information technology department, to employees training to security policies. Research indicates that it is difficult to protect an organization against cyber-attacks by technology. For example, the HR department plays a critical role in cybersecurity as they are responsible for educating employees on cybersecurity issues as well as addressing organizational vulnerabilities.
In conclusion, cybersecurity is not just the responsibility of the information technology department nor is it the responsibility of corporates alone. Developing a cyber-secure environment requires effort from the government, corporate leaders, consumers, etc. To achieve a safer cyber environment and organization must strengthen the available preventive measures against cyber-attacks and mitigate all major interruption to business operations. Lastly approaching cybersecurity as a business risk cannot be done by one person it requires the input of all stakeholders from within the business to the entire country.
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